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Directorate
of ,
Administration

Strategic Plan
1981-1986

CONFIDENTIAL

GOALS

1. Personnel is the single most important resource of the Directorate. Consequently, our
primary goal is 1o create a work environment whercin our people arc encouraged to develop as
individuals and are given opportunity to attain their fullest potential. We must manage an
effective career development system which is multi-faceted, maximizing the potential of the
employee as well as his/her contribution to the Organization. Each Office shall establish a dy-
namic personnel management process which provides cffective carecr management for all
employces. This process will respond to the changing needs of the Agency and the intelligence
profession; develop programs which meet component needs; and establish realistic succession
planning for senior management positions. EEQ, alfirmative action piograms, and training
shall be iucorporated into this goal.

2. In conjunction with our primary goal and of equal importance, cach Office shall instill
in its employces a renewed sense of discipline and dedication to the high standards and
principles espoused by the Agency, particularly in the arcas of personal integrity and security.
Our objective is 1o stop the deterioration in sccurity attitudes which have eroded the
effectiveness of our mission over the past decade. In addition, we must rekindle an esprit de
corps, a teamwork approach, and a deep scase of pride in sclf and mission accomplishment to

tain our per 1, not only through their Agency carcers, but also during their post

3. Maximize the effective utilization of existing facilitics and space while taking
appropriate action for additional needs. Each manager shall give special attention (over and
above the general scope of Logistics® responsibility) to the cleanliness and safely of the working
environment. There shall be a clear recognition of the interdependence of healih and safety on
our productivity. The working environment shall be d and maintained in such a manner
that it is conducive 1o improve morale and that it enhances the efficiency of our activities.

4, All Directorate activities shall be conducted in an efficient manner with emphasis vpon
streamlining records holdings, reducing waste, avoiding duplication of efforts, using cost
savings techniques, and maximum utilization of existing resources. To accomplish this, we
must anticipate and aggressively pursue developing requirements and formulate improved
mechanisms for inter- and intra-Directorate coordination.

5. Make preparations for supporting unanticipated world-wide intelligence demands and
requirements caused by a surge in collection and/or analysis efforts.

6. The Dircctorate will pay appropriate attention to utilizing R&D programs to exploit
“state-of-the-art™ capabilitics and to ensure that Directorate support is second to none. We
must also ensure proper planning for the recapitalization of sources so that the Directorate will
fulfifl projected missions and functions in a modern and efficient manncr. :

CONFIDENTIAL 1

Approved For Release 2008/07/08 : CIA-RDP85B01152R000901250023-8




Approved For Release 2008/07/08 : CIA-RDP85B01152R000901250023-8

CONFIDENTIAL

7. Bstablish Disaster/Emergency Planning which focuses attention on contingency
planning and develops mechanisms and procedures which will maintain essential support
capabilitics under adverse conditions. The Directorate must prepare for the continuity of
essentinl functions during periods of national emergency and for the relocation and/or
reconslitution of Agency elements.

| 8. The Directorate’s mission in providing services of cc n in a prompt and
efficient must be emphasized. Directorate support activitics must be responsive,
innovative, and timely. Our support endeavors will enh , not impede, the efficiency of
| Agency operations and assist the accomplishment of its mission. '

9. Eliminate those areas of duplication which occur in providing services of common
i concern. Particular attention should be paid to services provided to our Agency by other
government organizations. In addition, identify those arcas which could be performed more
cfficiently by contracting to the commercial markets.

ASSUMPTIONS

1. During the next five years, it is likely that the Agency will experience a continued
growth in requirements. As a result, the Directorate may expect increased demands for
expanding services. We may expect the resource base of the Directorate to increase; however,
there must be continued emphasis on cost cffectiveness and efficiency.

X 2. Anticipated requirements which may call for expanded administrative support are:
increase in the Agency’s population, expansion of domestic opcrational activitics (DCD, FRD),
enlargement of overseas aclivities, greater use of nonofficial cover and an increase in official
cover, more joint Intelligence Community activitics, and increased utilization of information
handling systems.

3. While we may experience some minor adjustments within our current Directorate
structure to adapt to changing and/or expanding requirements, there will not be any major
reorganizations.

4. A surge capability for quick responses to unanticipated intelligence demands will be
needed and it will require a support structure which is equally flexible.

5. Covert action operations will receive increased emphasis from the policy makers; an
effective capability in this area will be developed which will require significant support from
the Directorate of Administration working closely with the Directorate of Operations. In
addition, we will be required to support quick-reaction, antiterrorism capabilities.

. CONFIDENTIAL
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6. As new technical collection systems continue to be developed, the Directorate will be
called upon to support additional general contracting activities, ground stations, and logistics
systems.

7. Activitics in support of a new building on the Headquarters compound will continue.

8. The emphasis on increased analytical capabilitics (languages, country experlise,
amalgamation of multiple-source data) will continue and will require additional administrative
support in terms of training, physical plant, equipment, etc.

: 9. The Agency will adopt a multi-year, target-oriented program approach as a budgetary
strategy. Support resources will be incorporated into a total program concept.

CONFIDENTIAL : 3
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Office of
Communications

Strategic Plan
1981-1986

sEener

Introduction

This is an abstract of the Strateqic Plan of the Offiee of
Communications (0OC) for 1981-1990, which forwards the ohjertives,
qgoals, desires and expectations of the Director of Communicat{ons
(h/Co). This Plan provides quidance to tine manaqgers and sets
forth the ideals and values for the OFffice, A complote Strateqgie
Plan has been furnished to the DOA.

The goal for the end of the decade is to make the Office of
Communications a bhetter organization providing hiah-quality ser-
vice to its customers; to have that orqanization meet jts ohjrc-
tives and the objectives of {its work foree by providing
satisfactory conditions to emoloyees and advancement for fts
people; and, to have the intellectual curiosity to dare to try
hew approaches and new ideas without abandoning the toots of onr
Past. The perception of the OFffice of Communications an A qroup
of dedicated professionals, willing to accopt new ideas and able

to verform successfully in a new environment, munt he enhancrd,

Assumplions

The decade of the 1980's will he chaltlenging and tur-
bulent. There will be unexpected and unprecedented requirements
to satisfy under varying operational conditions which will demand
innovative approaches as well as traditional solutions,

Our managerial concepts will become more fluid as resource
constraints become tighter. Identification and satisfaction of
tequirements, through discriminant selection of personnel  and
systems, are paramount. Mew inttiatives that enhance secvicn to
the Agency and contribute to the Office's knowledge will he
required.
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SECREY

As an organization, OC will meet its responsibilities to
its people by ensuring a healthv and challenging working environ-

Ce =m me e

ment, and providing opportunities for its employees to achieve
their personal and professional goals. I——[—v—| 25X1
Goals .
The Agency is dependent upon a responsive and reliable com-
munications capability. Our current communications network is
old and the ADP systems and general message handling requirements
are overtaking our capability to support them. In order for the I
Office to improve its service profile, we wust remain flexible
and adaptive, keep pace with changes in technology, imaginatively
apply those changes to meet our requirements, adapt new mana-
gerial approaches, establish new programmatic and personnel ini- .
tiatives and enhance our decision making process. 25X1
ZOA |
Our work force must have the skills required to meet our
mission. Technical training must be expanded to allow each
employee the opportunity to realize his or her Ffullest potential
and maximize their contribution. The refreshment of the wmana-
gerial ranks i{s a basic concern. The work environment must be
challenging, fair, and as pleasant as possible. Rewards should
match those available to others in similar conditions and doing 57(1
simjlar work,
[ ] _ 25X

Security Is a fundamental concern. We will use the bhest,
most efficient, and most secure systems and procedures to protect —
the Agency's 1ntormal:ion.|:| 25X1

Our interrelationships with other organizational entities

will be srengthened and efforts will be undertaken to make those
bonds more effective and efEi(:ient.I:| 25X1
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Objectives

. The €Eollowing objactives outline the Offjce's initatives
and courses of action for the mid- and lonq term:

Management
*Ensure rasponsiveness to Agency quidance and requirements,
*Npply modern manaqerial techniques.
*Maintain relationships with the Intelligence Community,
*Encourage intellectual curiosity.
*Ensure availahliltv of requisite resources

Persomel
*Improve the processes for selection and quatification,
*Ensure skills tralning is available.

*pProvide opportunity, job enrichment and challenge in the
work environment,.

*Identify, select and challenge future manaqgers,
*Implement an effective and fair evalwation system.
*Recrult to maintain full staffing in all disciplines,
*Take affirmative action for recruitment of minorities.

*Improve entrance-on-duty, cover- and rotational nrocessing
procedures.,

Service
*Modernize our existing network.
*rxpand the network.
- Carrier svstem,

- Information processing systom.
- Metropolltan connectivity.

SECRET
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*Automate field records communications functions.
*Maintain a comprehensive communications security program,

*Expand the threat and vulnerability asseswent.

*Enhance the securitv of Il systems through technology.

- Initiate electronic distribution (overseas and
domestic ).

- Resolve problems with secure storaqe.

*Develop emergency destruction and sanitization proce-
dures.

- Develop techniques to protect [:]duvices.

- Develop threat and vulnerability profiles for[:::]
locations,

- Ensure [::j systems meet emanations and
transmission security standards.

*Administer a safety and health program.

*Ensure the survivability of telecommunications service
under stress conditions.

*Distribute the network's transmission and switching
resources.

*Provide. alternate capabilities to
leadquarters.

*Distribute message handling functions of Hleadquarters
Signal Center.

*Improve emergency/off-site communication:.
*rrovide secure voice and conventional telephone service.
t

*Complete HSTS.

SECRET
Approved For Release 2008/07/08 : CIA-RDP85B01152R000901250023-8




Approved For Release 2008/07/08 : CIA-RDP85B01152R000901250023-8

SECRET

*Rxpand the network. 25X1

*Support  the metropolitan area secure vonice radio
system,

sprovide new Electronic PABX switchen. [::::::::::::] 25X1

V. FIRST-YFAR SCHEDULFE

The schedule of activities for FY-82 will progress In
the following three arras:

Maunngement

+0C will continue to use the management tool of strate-
gic planning. The Office uses this technique in  three
separate arenas:

*0C Strateqic Plan. The Office publishes a
Strageqic Plan  on a biennial basis with mtd-term
review. Such a review was completed in September 1981
which concluded that good progress was being made
toward our goals. Specifically, a reorganization ot
the Human Resources Management Division has qgiven us a
better tool Ffor management and support of oncr  work
force; the "OC Recapitalization and General tImplementa-
tion Plan" was published to serve as the blueprint for
our network modernization effort.

25X1

*0Cc/0DP Strategic Plan. Both OC and OpP are acti-
vely assisting the Information flandling Architect in
his formulation of an 1IN Strateqic Plan., °~ The THA
attended the OC mid-term review and 0C is providing
staff and manpower resources to that Staff.

*0C will evaluate the strategv of overall management
of the Recapitalization Program. Specific action plans will
be formulated {f indicated,

+0Cc will revamp the oprogram to further develop the
skills of its mid-managers.

SECRET . 9
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*OC will review and improve the process for selection
of managers.

Personnel

*OC-~tIRD and 0OC-SSD have merged to improve effectiveness

in dealing with personnel matters. The new Division is
OC-HIRMD .

*OC-IRMD will work with OP to move to bring the Office
to full strength.

*OC-HRMD  will continue to train employees In current
Systems and move aqqressively into training for the moder-
nization program.

Service

*0C will provide a level and quality of scrvice to the

Agency, 1C and DPS which are as near our currenl service as

can be accomplished with the available resources.

*OC will continue the significant modernization effort

known as the Recapitalization Brogram. This Program has
specific, broad-based support, Planning for this is con-
tinuing and maturing. FY-82 funding levels are
established. Eygipment  identification is proyressing. (S)
A9c2.1

Resource Limplications

The FEirst-year schedule can be met within current year
budgetary funded levels. Enhancements to the Recapitalization
Program could be achieved with added resources as separately docu-
mented. Mecting unanticipated requirements or unexpected oppar -
tunities will be addressed as necessary.,

SECRET .
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SECRET

DDA/OC STRATEGIC PLAN

OFFICE OF COMMUNICATIONS

OBJECTIVE STATEMENT: Management
REESPONSIBLE OFFICER:

SIGNIFICANT FUNDING AMOUNT: $§ None
DATE SUBMITTED: December 1, 1981

@ ISTIMATED
START

ACTIVITIES PLANNED FY-82

O N DJJ F MJ|A M JJJ A S

MANAGEMENT

0C will continue to use the management
tool of strategic planning. The Office
uses this technique in three separate
arenas:

*0C Strategic Plan. The Office

publishes a Strategic Plan on a biennial
basis with mid-term review, Such a
review was completed in Septemher 1981
which concluded that good progress was
being made toward our goals. Specifi-
cally, a reorganization of the Human
Resources Management Division has given
us a better tool for management and sup-
port of our work force; the "OC Recap-
italization and General Implementation
Plan" was published to serve as the
blueprint for our network modernization
effort.

*0C/0DP Strategic Plan. Both 0OC
and ODP are -actively assisting the
Information Handling Architect in his
fornulation of an IH Strateqic Plan.
The IHA attended the OC mid-term review
and OC is providing staff and manpower
regsources to that Staff.

11
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SECRET
DDA/OC STRATEGIC PLAN
OFFICE OF COMMUNICATIONS 'Q ;
OBJECTIVE STATEMENT: Management ‘ l:‘s"MATBD
REESPONSIBLE OFFICER: START
SIGNIFICANT FUNDING A 3 one
DATE SUBMITTED: December 1, 1981
ACTIVITIES PLANNED Iry-82 0O N J F M J J A S8

MANAGEMENT

*0C will evaluate the strategy of

overall management of the Recapital-
ization Program. Specific action plans
will be formulated if indicated.

*0C will revamp the program to

further develop the skills of {ts mid-
managers,

*0C will review and improve the

process for selectfon of managers.

NPa)
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DDA/OC STRATEGIC PLAN
OFFICE OF COMMUNICATIONS

OBJECTIVE STATEMENT: Personn
REESPONSIBLE OFFICER:
SIGNIFICANT FUNDING A NT: § None

DATE SUBMITTED: December 1, 1981

@ VFSTIMATED
START

ACTIVITIES PLANNED FY-82

O N DJ1J F MJA M J]J A S

PERSONNEL

*OC-HRD and OC-SSD have merged to
improve effectiveness in dealing with
personnel matters. The new Division is
OC-HRMD. -

*OC-HRMD will work with OP to move

to bring the Office to full strength.,

*OC-HRMD will continue to train.

employees in current systems and move
aggressively Into training for the
modernization program.

3
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DDA/OC STRATEGIC PLAN

OFFICE OF COMMUNICATIONS

OBJECTIVE STATEMENT: Service

REESPONSIBLE OFFICER: |
SIGNIFICANT FUNDING ANOURT:

DATE SUBMITTED: December 1, 1981

@ ESTIMATED
START

ACTIVITIES PLANNED FY.82

J

F M

SERVICE

*0C will provide a level and
quality of service to the Agency, IC and
DTS which are as near our current ser-
vice as can be accomplished with the
available resources,

*0C will continue the significant
modernization effort known as the
Recapitalization Program. This Program
has specific, broad-based support.
Planning for this is continuing and
maturing. FY-82 Ffunding levels are
established. Equipment identification
is progressing.

L]
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Office of
Security

Strategic Plan
1981-1986

sEerkr

Introduction

This i the Office of Security Five-Year Plan For the
fiscal years 1982 throuph 1986, Based upon assumptions ol
fuereased CIA strenpth, wore operational activity and aceelerated
automation, the poals and objectives are structured ro support
inereased Apency requitements without an equivalent inereasne in
security resources,  These include optimm develogment and atili-
zation of personnel, tnecreased automation, and reseaveh and
development of better techniceal security technlques.  Personnel
security and support to the Intelligence Community will continue
as fwportant activities. Primary objectives and tavpets for
FY 1982 have been delineated by quarters bepinning, | netober
1981,

v e v
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Assumplions

A, It is assumed that the authorized persommel ceiling
of the Agency will Increase sipnificantly during the planning
period, The majority of rhis increase will oceur in riscal ycars
1982, 1983 and 1984. This increased agency wanning anthorization

‘ will require a commensurate increase in applicant processing
actions and in employee personnel securicy activivy.

B. The increase in Agency personnel strenpth will
result in pgrowth in security support requircments. FExpansion of
domestic operational functions, additional teclmical colleetion
systems, iIncreased overseas activities, and more joint Intelli-
gence Conmunity responsibilities will each coutribute to the

\ itncreased demand ror personnel clearance activities and opera-
tional security expertise.

C. Accelerated utilization of inkormation handling
systems, both domestically and overseas, will requirve sipnifi-
cantly Increased security iovolvement to ensure the sceurity
inteprity of these systems. Additional resources, both personnel
and tunds, will be required to keep pace with the rapid advance-
ments in this technolopy. The specialized nature ol this tield
will require the recruitment of qualitied personnel from outsive
the Apency as well as the developuwent of expertise (rvom within.
This will wandate increased use of the development complement
mechanism for extended training requirements.

b.  The authorized strenpgth of the Uflice of Security
(US) will not prow in proportion to the prowth of the Agency o
to the prowth in support requirements. The shovtral] musc be
accommodated through: (1) realignments in functions and
pecsoinel ; (2) foncreased efticlencles and cost cutting methods;
and (3) introduction of automated Intormation handling tech-
nology.

k. Emphasis on elficiency and cost rvedoction uill
dictate that the pencralist security officer will continue to be
the cornerstone of the security program. The typical security
otficer will be expected to handle personnel security processing,
security cducation, physical and technical security, operational
seeurity and overseuas security assipuments. Consequently,
peneral carcer developuent of 0S5 careerists is essential.

16 SECRET .
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Goals

AL Naintain a viable , worldwide securi LY program to
provide the necessary levels of protection for Apency acrivitices,
Personnel, factlities, and tntellipence sources and methods, and
assist the Director of tentral Intelligence in carrving out his
secenrity responsibi litfes to the Intellipence Communiry (1),

B.  Assure that persomel management continues ro
provide a work environment for 0g personnel which encourapes
Individual development and provides each cmployee the opportuniey
to fully develop porential, Continue to Lncorpurate 1o,
atfirmative action and training programs into the process., Ac
all levels, encourage dedication teo personal Intepricy, hiph
standards of secucity, cooperation and teamvork, and a deep sense

R of pride in self and mission accomplislment.  Keattirm that

suecession planning for senfor wanapemnent positions remains
realistte,

C. Promote efticiency amd productivity fn the
human resources by assuring a clean and sale work
streanlining records holdings, identifying and o
duplications of effort, Use cost siaving
the use of existing resources and mintmiz
developing requirements,

use of
envivonment:,
Liminating
techniques to maximize

¢ new vesource needs for

D. As a service-or{ented OFtice, respond promptly and
efticiently to the Apency's chanping needs as they fmpact upon
bersonnel security, physical securicy, security education, and
personal protection of Apency human and static assets,

E. Utiltze research and development: Proprams
"srate-of-the-are" capabilities in areas of phvsical
equipment, audio comtermeasure technolopy, and per
tion hardware,

to exploit
securiey
sonal protec-

F.  Continne to provide services of COMON concarn
the 1C in 4 proupt, efficfent and tonovative manner,
that they are neither duplicated by other
tions nor susceptible to more efficie
contract,

Lo
assurjoy
rovernmment orpanfza-

ne pertormance by commercial

G, Assure that SeCurity support tor Gia PBisaster/
Emergency Plaming tocuses on continpency planmine and
nechanfsms and procedures to maintain essential
capabilities under adverse conditions.

provides
seCurity support

SECRET 17
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Objectives

B. Support the LC throupgh agpressive pacticipacion in
the DCl Security Committee process, security cescarch and
development initiatives; as executive agent of the Interapgency
Training Center and the 4C automated system; and as executive
administrator of Agency funds supporting the construction
security requirements of the new American Embassy in Hoscow.

C. Promote the efficiency and increase the productivity
ot office personnel by providing improved methods rov intormation
handling and transfer amonp components. Within Headquarters and
betvueen deadquarters and the tield otfices, continue the develop-
ment of the Sceurity Commmications lmprovement Project (8CIP)
and bring the Security Information ikmapewnent Systemn (SLIS) on
fine, ‘These systems will automnate field otvice intorsation
handling procedures and replace an existing outmoded Sceuricy
Avtomated Name Check Activity (SANCa) data base. Thew will
ultimately intertface with one another,

B Continue. the present personnel mandgement policies
of (1) acquiring top quallity applicants chyrongh the Ottice of
Securitv's Protfessional applicant keview Committee (047 ralkc)
process, hirlnp security genceraliscs in a manoner attuned to kEEO
and artfirmative action principles; (2) assaring that the 08
career developument panels aftord cach cuployee the opportuntty to
develop potential to the fullest; and (3) assncing realistic
succession planning for senfor manapewent positions chroagh the
Senior Officer Development. Program.

L. Continue to pursue a vigorous intervnal swvency
security propgran, the key elewments of which are o) reinvescr-
pations and repolygraphs within the tive-vear cvele concept; (2)
comprehensive indoctrination of new cuployces, seminavs vith
probationary emplovees and unit-by-unit veindoctrinations of ol
Agency elements; (3) appressive leak invesitipations of the un-
anchortzed disclosure of classilicd intormation; () inrernat
apency security audits, cuphasizing security procedures and
document contro and, (5) industrial security auaivs, with
polygraphs of beo acovvgeror enmplovees,

SECRET .
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Fo Recapitalize the Agency's andio countermeasures
(nCl) equipment to update the In-Place Monitoring Syseen's (1018)
current 1965 technolopy. The new dipitallv-controlled internal
microprocessor elements will interface vith other mintconputer
and signal analysis equipment to permit automated slenal collec-
tion, uith analvsis on-site or at lWeadquarters on a near real-
tine basis; The recapltalization also will replace and rmodernize
the current ACH equipment inventory and expand and update the
Interapency training Center.

@

G. lHeer the security threat caused by the dramatic
expansion in avtonated Information handling, systens by assipning
wore people to the information systems security propram.  This
expanded program wvould (1) establish security test and analysis
requirements for existing and developing new AP systems: (2)
provide a preater andit capability ro wonitor Apency, contractor
and Apency-operated LG systems; amd (3) define network hardwnre
and software security mechanisms, policies and standards for
Agency and 1C system architectnres; (4) deternine the security
requivements for intormatiou processed and stored in Aponcy word
processing systems; and, (5) maintain the dvnimic, state-of-the-
art information systems security training and education
program,

. The eatablishment of a repional technical sccurity
providing a faster response to rthe 25X1

staff at
security needs ot Africa.

L. Support as necessary the Apency's bisaster/Fmerpency
Planning ~ctivities.

SECRET . 19
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First-Year Schedule

The first-year schedule for the Otfice oL Sceurity Five-
Year Plan is delineated in the chares which tolbow.

SECRET .
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Resource Implicaitons

Asauming sulticient resources are allocated to conduct
the basic secnurity propram. there ace security areas in which
regource shortfalla appear inevitable due to fncreased taskinps
and infulfilled requirements.  Included in this catepory are
resources to complete the upprading of our aswdio conmtermeasures
ctfort; to Introduce the automation necessary ro koeep 0OS abreast
of overall Agency propress in ADP. to develop and tnsrcitate
effective information systems security proprams: and to upprade
the securlty of the Neadquarters compound, {ncluding new bullding
seenrity requirements.  Resources required will lnc%udv Funds ane
personnel. The specitic requirements are not readily quantifiable
at this time. but details will be furnished as it becomes
feasible to do so.

SECRET 21
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Summary of Objective 82-01

Objective Statement:  piased Introduct fon of Automated Inlormation-

Wand b ing Technology Lo Oftlce Activities.

The Orfice has Jong recognlzed the Increased elficiencies associated with
autowated fntormatcion handling technolopy to oftice activities. Representatives ol the
OFtice ol bata Processing (ODP) conducted Feasibitity scudies in FY 198071988, ta FY 1981,
an 0D detailee was assigned Lo the OLFice and test bed hardware wog obLained. The
antomation program has Lwo major thrusts: (1) the Security Commumications lwprovement.
(BCLP) Project; and (2) the Securicy Information Hanagement System (SIMS). Project SCip
will signiffcantly upprade the handling and trauster ot Intormation within fleadquarters
amb between Headquarters and the seven 08 Fledd offices.  Word processing cquipnent Finked
through cncryption devices and telephone Tines wil)l permit transter of Intovmat ion by
clectronde wail, elimlnating time-consuming wadl delays.  Project SIHG initially will
specd case processing Liwe at Neadquayvters through an fwproved data base and Lerminal
upprade propram.  Oltimately, this data basce will be lhll(lfll dircetly to the ficld
olfices. FY 1982 tunding nceds are absorbed by the OFfice, and approximately $750K is
cavmarked in the Y 1983 budpet Ltor these elrforts., .

i

) SECRET
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offica: Security

Opjective Statement: Phased intraduction of automated information handding technology to office activities. v
Rasponsible Officert @ ESTIMATED

Significant Funding Amunt: § N/A FY,

Date Swimdtted: ! becenhor 1981 - START
ACTIVITIES PLANNED FY-82 O N D J F MIA M J A S8

Security Information
Managcment System
(SIMS)

Phase |- SANCA ’
Rewrite Requirements '
lelinition

Preliminary Desipn .
Review

Critical Design
Review

Secrity Comumications
tmprovement Project
(Project SCIP)

Phase |

thlgs. -WEO Test Bed - - .
dys. - LA Tese Bed

Word Processing
Eyuipment Decision

23
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Summary of Objective 82-02

Obje(:ﬁve Statement: Establishing Computer NHetworking Security Requirements.

Establish data security requirements, define network havdware and soltware
security mechanisms, and develop policies and standards for a varviety ot Apency and
Intel Lipence Community system nelwork avcehitectures, ‘This objective will determine the
risk to data intepgrity and confidentiality in Apency networks, detine user and system
netvork scewrity requirements and control mechanisms, and integrate the requirements and
mechaonisms into the network architecture.  The cesult will be the establishuent ot
computer networking policles and standards.

Hithin the first year, the Information Systems Security Group will complete a
comprehensive review of CIA and 1€ network architectures., ‘The objective will be the

identitication ob controls sufticient tor an "acceprable Level of sceeurity” in networked
systens.,  Policy will then be developed and tormulated.

SECRET
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Review of varions

commter network
architectures and
identily existing
controls and arcas -
of vulucrability,

Identity basic

requirements for
these network
architectnres,

hetermine type ol
security mechanisms ta
be implemented in a
nmher of specific
networks fi.e., |
Metronet, Meveury), .

Estabtish pobicy and

SECRET
! Security )
: Statoment:  Commter Networkinge Securit
gm_ctaﬁmﬂr: el - :::;::’Y Infommation Systems Security Group o ESTIMATED
sienificont Funding Awounts § WA FL___ START
Date Suimitted: I December 1981
ACTIVITIES PLANNED FY-82 O N DlJd F M{A M ) J A 8

stambards. for security
of network systems,

SECRET
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Summary of Objective 82-03

Objeclive Statement: rilot Propram tor l\;.‘_un.cy-widv Scecurity Anditing of AP Systoms.

Detine the requivements and develop the programs to establish a comprehensive
Apency-wide ADE system auditing function. Within Five years, the Intormation Systems
Security Group (I85G) will be reporting sccurity anomalies in all wajor Apency computer
systems,  This security auditing will sipnificancly ceonhance our ability to detect and
corvect abnormal activity in Apgency computer operations. Within 12 - 24 months, 188G will
establish an on-line threat wonitoring system with the capacity to andir user activity on
a4 near rveal-time basis. This facility will allow 188G to electronically detect and
prevent use of a system for vnauthorized purposes.

Within the first year, 18586 will fmplement an Apency-wide sccoarity aunditing
"pilot" propram.  This comprehensive effort will allow security to identity cxceptions,
highlight potential violations, and document abnorwal system activity,

SECRET .
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Officar Seawity
Objective Statomonks Uilok vroeram for Avency-wide sccurity muditing of AP systoms
HE

Sic conk Furding Amwountr § WA FY
Date Suimiiteds b Deconber TRV . T

START

nsible Officer: Chiefl, tuformation fSystams Sccurity Group ‘ ESTIMATED

ACTIVITIES PLANNED FY.82 O N bJJ F MIA M J

Study and review ‘
current status of
Agency computer
system innditing.

Netermine Agency .
systems to be audited
aml define requirve-
ment s {except ions)

to he recovded and
reviewed by 1SS0,

Prepare amwditing .
programs in coordina- ‘
tion with OB and
develop reporting
formats,

Review of “exception”

reports and establish
process of ddentifying
systems violations hy
user or group profiles

SECRET
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Summary of Objective 82-04

Objective Statement: ~ kstabtish an Initial Up(:ﬂll:ihg GCapablility (10C) ot the 4C

System.,

As o service of common concern to the Intelligence Community, the Oltice ol Sccurity
is responsible For the construction and maintenance of the coumunity wide, computer
assisted compartuwented contvol system (40) to record $CI accessed personncl.  An initial
operating capability (106) Ffor all CIA components is plamned for June 1982, with the non-
Do HELE principals (State, Treasury, FBE) to follow sovon thercafter. Accuracy ol the
existing data must be verified and additional information obtained by reviewing individual
security Files before the 4C system can be fully programmed.

Continpgent upon the availability ut" Lhe Washington
area Dob participants will join the system in the Summer ol 1982,

After a "shakedown" period, the system will expand to the uniticd and specified
commands (SAC, CINCEUK, CLNCLARNT) and major overseas commands in calendar 1983, Once
tully operational the 4C system will replace the costly exchanpe of cables between using
clewents,

SECRET .
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Office: Security
bjective Statemonts
sible Officer:

Establish an initial opevating capability (10C) of the AC Systom,

Chief, Specisl Security Center

© "STIMATED

SigniZicant Furding Awounti [- Fy_82 START
bate Sulpitted: 1 December 16 I
ACTIVITIES PLANNED FY-82 O N D Jd F MJA M J Jd A
- =
Establish 46 o
SSC/CIN Mhave 1o 1kdgs. o
Training for CIA - :
o™ ®
4C Main Frame Linkup i .

for Avcicy

Traiuing for Non-loh

Agencies

AC Main Frame Linkup

for Non-tnmh Asencies

Training for b

Etements

Integrate o Recorvds

Into 4 Format

AC Miin Frame Linkup

for ol Elements in
Metro Area

System Shakedown

and Nebupging

Extract data from 24,000 .
CIA conteactor files
and ot to ¢ data base.

SECRET
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SECREY
: Security ‘
e Statement:  fevelop o Mata Base Manapement Records Retrieval System '

¢ Officer: | ‘ ) iy S SEGGT TR @ ESTIMATED

it Funding Amount: §__ R/A F7 START

teds I Becomher 1981

ACTIVITIES PLANNED FY-82 O N DJ]J F MITA M J J A 8

Requi rement s o
Nefinition .
Feasibility Study - - ‘ N
Pretiminary Desipgn - .

Critical Pesipn .
Proprimming .

rogram Test

fup tementation

System Operationa)

Boctmentat ion

SECRET 3
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Summary of Objective 82-06

Objeclive Statement: Task the Otfice of Security Professio
Lo Ensure That Enongh Qualificd Candi
Special apenes’ Training Classe

nal Applicant Review Comittee
dates ave Nived 1o Fill Three
s in FY 1982,

The Protessional Applicant Review Committee ot the Otfice ol Security (PAKC/OG)
is tasked with identitying, interviewing, screening and recommending che scelection of
candidates for protessional ewmploywent with the Office, This process, although Cimpe-
consuming, sipnilicantly enhances the quality of the newly-recruited 04 proftessional,
Increases in the authorized professional wauning of the OfLice in FY 1982 and 1y 1983
uecessitate a very active PARC selection process. Three Special Apents’ Training Classes
Ave scheduled duciog FY 1982 o train the new employces,

SECRET
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Offica: Security
Objective Statoments nsk J olesstonal Applicant Review Committec (PARC) to cnsure that cenough qualificd g
Regponsible Officers candidates are hived to Fill three Special Apents’ ° ESTIMATED
Significnt Furding Amount: §_N/A FY__ Tralning Classes in FY 1082, START
Date Sulswitteds 1 Necemhdv TIRT
ACTIVITIES PLANNED FY.82 O N DJJ F MJTA M Jg]J A
Class No. §9
(18 members) ) ’
Class No. 60
(approx. 15 mewhers) .

Class No. 61
(approx. 1S membors)

SECRET
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Summary of Objective 82-07

Objective Statement: Reduce the Deterioration in Security Atcitwdes Eroding
the Effectiveness of the Apency Mission by Conducting at Least
50 Percent of the Remaining Security Reindoctrination Briefings.

The OFfice of Security has an ongoing sccurity veindoctrination program desipned
to albtord cach Apency employee a refresher briefing on basic security policies and
procedures.  This program is now in its.second year and has been highly successtul.  ‘There
are 26 offices/stalfs remaining to be done, These range from large ollices such as NPLC
to small, iondependent statfs, Lt is projected that reindoctrination of at least
50 percent of these remalning units will be completed by 30 September 1982,

SECRET .
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Security . :
ive Statoment: Reduce the deteri ion in sceeurity attitndes evoding the effcctiveness of the mission

! ble Officers Chief, Seaurity Education Group of the Agency. ‘ ESTIMATED
Significant Funding Awsunes §__N/A 0 FY_ : START
Date Swinditeds 1 December 1981

ACTIVITIES PLANNED FY-82 0 N DlJ F MIA M J J A S
Security .
Reindoctrination .
Bricfing Program
{percentape/ '

schaduled completed)

SECRET 3
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Office of
Medical Services

Strategic Plan

© 1981-1986

CONFIDENTIAL

Introduction

The Otfice of Medical Services (OMS) has the
responsibility of implementing the Agency's medical programs
both in the United States and overseas. These programs
are concerned with promoting and maintaining the plysical
and mental fitness of all Agency employees, and dependents
when applicable; providing psychological assessments for
job suitability; and providing medical support to
operational activities. Because of the rigorous demands
of Agency service and need for maintaining security, the
CIA requries a level of medical involvement and support
which goes beyond that of other agencies.

Assumptions

A. The challenge which OMS will face during the
next five years is'a continued growth in the Agency
and requirements which will result in demands for increased
services. Therefore, OMS must plan to use its modest
resources to meet these demands through creative medical
management, improved technology, and innovation.

B. Over the next five years record-keeping and
information-processing needs will continue to grow. The
ability to integrate data in psychological, psychiatric,
and medical files with relevant data in Human Resource
System (HRS) will allow intelligent decisions and quick
responses to administrative as well as medical questions.
It will provide the Agency with a resource that was
unobtainable in the past.

C. Anticipated requirements in covert actions will
place additional demands on the types of medical support
required including training.

D. Renewed awareness in the need for Emergency/Disaster
Planning.

E. Increased terrorist activities and other adverse
overseas conditions requiring expanded medical services
(particularly psychiatric) overseas and folloving overseas
assignments for employees and their depencents.

CONFIDENTIAL 37
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F. Within the next few years the Agency will be confronted
with an increasing number of real and perceived health
problems related to "occupational" exposures.

G. Utilizing behavioral science techniques in
crisis management has provided the decision maker
with an effective management tool. Tt is anticipated
that the threat posed by international terrorist activity will
escalate during the next five years increasing the demand
for the expertise of the Center for Counterterrorism
and Crisis Response (CCCR).

Goals

A. Employees are the most important Agency assets.
Accordingly, OMS' primary goal is to assist in the selection
and retention of tﬂe most qualified and suitable
individuals for Agency employment through creative medical
management, innovation, training, and improved technology.

B. Integrate medical data base (MEDSIGN) with the
unified Personnel file. As such, it will function as a
subset of this file and aid to complete the '"one man-one
record" concept envisioned in the Agency's lluman Resource
System (HRS).

C. Develop an ability to transmit and receive medical
data on applicants and Agency dependents from the Ames
medical facility to Headquarters medical facility. This
will allow rapid and accurate responses to administrative
and medical questions and shorten processing time.

D. Review current medical orientation and training
programs, refine existing programs, and develop new programs
to support the Agency mission.

E. In concert with DDA, develop OMS' segment of the
disaster/emergency procedures and plans which will maintain
essential OMS capabilities under adverse conditions.

F. With aid of computer software, meet current and
projected increases for Psychological Services Division
(PSD) assessment and research services.

G. 1n anticipation of increasing requirements, expand
CCCR training capabilities and develop effective coordination
with other Agency and U.S. Government components.

CONFIDENTIAT.
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Objectives

A. Upgrade MEDSIGN in stages, starting with
"MEDSIGN I1." This will integrate the administering and
monitoring of medical processing procedures with other Human
Resource Systems (PERSIGN STAFFING, CENQUAL).

B. “MEDSIGN III'" will build on "MEDSIGN 11" and
integrate other systems in the medical data base (CAMPS), such
as CLINSTAT, MEDANE, and MEDSTAT to allow more efficient
management of all health-related information.

C. Develop system to transmit and receive uniform
testing results from Ames medical facility to Headquarters
medical facility.

D. Conduct a critical review of all medical briefings,
lectures, and training courses with regard to need, content,
consumer, and priority.

E. Develop a cadre of briefing/training experts from
existing OMS pérsonnel and insure continuing program review and
"updating” consistent with Agency requirements.

F. Develop a medical annex to the Agency Disaster/Emergency
Plan.

G. Develop a generalized report -- writing software
package that will automate numerous types of PSD test reports
(e.g., PATB skill bank reports) -- being currently handwritten.

H. Expansion of overseas psychiatric services and
assistance in re-adjustment problems following overseas
assignments.

I. Establishment of an expanded psychiatric input into
the case officer-agent relationship.

J. Cross-train and supplement existing CCCR personnel,
as needed.

K. Develop effective coordination with other Agency and
U.S. Government components. -

CONFIDENTIAL ‘39
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Resource Implications
A. MEDSIGN Il and III objectives

The continued presence of the current MSA
is crucial for continuity in the completion of this
project. In addition, the need for a full-time programmer
(requested in ODP FY 83 budget) is vital for a timely
completion of these objectives.

B. Transwmit and receive applicant and dependent testing
results from Ames to Headquarters medical facility and
Headquarters medical facility to Ames, respectively.

Installation of a Commo link from Ames To
Headquarters in final quarter of FY 82. :

C. OMS' medical education and training programs.

for FY 82 (already budgeted)

D. Develop medical annex to Agency Disaster/Lmergency Plan.

None in FY 82. Unable to determine funding
for outyears until Agency requirements known.

E. Generalized report writing software package

:::::;:;:] contract funds (FY 82 unfunded
requirement) for software package andLiAAAAAAifor FY 83
for Pew Delta Data 7268 Terminais-

F. Expansion of overseas psychiatric services.

or TDY travel (Require FY 82
Unfunded requirement).

G. CCCR objectives of crosstraining and coordination.

E for TDY travel (in FY 82 budget)

10 CONFIDENTIAT. ¢
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CONFIDENTIAL
Of€ice:  OFFICL OF MEDICAL SERVICES/Clinical Activities Division
Objective Staterents MEDSIGN 11 Intepration ) ‘ ESTIMATED
Responsible: O Cicens ‘ 3
Significwmt Yariing favena s o *ee Below. .. Y82 . START

Date Sulmilbexd:

1 becember 1981 *Full-time I‘r-(jf:r:uwner‘FY 83 (requested in OIP IY 83 Budget)

ACTIVITIES PLANNED

FY-82 O N DlJ F MJA M J]J A S

1. Complete Functional

Requirements Study

2. Complete SpeciFications

Reyuirements Study

3. Complete lata Base

Specifications Study

4. Complete Program

Specifications Study

S. Programming
(a) Dictionary and Iata
List Modification

(b) Complete procedures
for PERSINTI/ Interface
file operation

(c) Prepare initial load
DATASET

CONFIDENTIAL
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Offices QFFICE OF MEDICAL SERVICES/Selection Processing Division

Objective Statomenl:  fevelop system to transmit and receive wsiform testing results from Ames medical fucility to
Rosponsible onif t | '

Signivicanlt Pudin .. ¥Sec Below vy 82 START
Date Sulaitted: | pPecember 1981 #Installation of a Commo 1ink from Ames to Headpmrters dast quarter of 1Y 82

-

Neadguarters medical fucilil)'e ESTIMATED

ACTIVITIES PLANNED FY-82 O N DJJ F MJA M J]J

3. Complete installation

A
1. Coordinate with SPI/OMS : o
2. Establish wand fonm - .
medical testing critervia

of Comxr link

42 CONFIDENTIAL
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Office:  OFFICE OF MEDICAL SERVICES/Ficld Operations Division
Objective Statement:  (OMS Medical Education and Training Progrim a
Responsihle Oificor: | ‘ ESTIMATED
Significant Fenling el [ ¥V _82 START
Date Sulmittod: 1 December )
ACTIVITIES PLANNED FY-82 O N DlJ F MIA M ) J A S

1. Begin OMS Tralning and. .

Education Program Review
2. Begin In-house OMS (MD; .

feasibility study
3. Complete A .
1. Begin update of brieling, ‘

training outlines and

training aids
¢, Identify arcas currently .

in nced of but not

receiving training

assistance
€. Complete B .
7. Determine new requive- .

ments (near and Tong- -

. term)
{cont inued)
CONFIDENTIAL 43
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Offices OFFICE OF M lll(N Sk llVl(:l ‘./lu.ld ()p(.lllliunb Illvislon (continued)
Objective Statement > iduc ind | in

@ LSTIMATED

Responsible O g
Signilica vk iy g Jawemiioc v 82 START
i Sttt ) tocentor togr

ACTIVITIES PLANNED _ FY.82 0 N D1J F MITA M J A S

8. Cowplete update and—
consolidation of OMS
Training and LEducation

Program

9. Initiate in-house CME ‘
program if
feasible

10, Complete update and ‘

or developiment of
outlines for all
briefings and training
convses

1. Bl dmplementation of . .
training cadre and
participation schedule

12, litiate continming .

review and updite
program

“

CONFIDENTIAIL,
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l Office: OFFICE OF MEDICAL Slillvl(glﬁlllcgislr.'n' & Support i)ivisiuu
Objective Statoment: S a Medic 't e isaster/lmerpency I QY
l&_-sqv:; :jg‘n '_"f,f‘h.l"” v cal Amex to the Agency Disaster/lmergency Plan ’ ;:?"BI/IATED ‘ STAT
Hic ckingg A T ®See helow VY82 ART
l bace Subsaid test: ¥ Becewher 1981 Mmable to detemmine outycar funding until Agency reyuirements known
l ACTIVITIES PLANNED FY-82 O N D|J F MIA M J J A S
1. Establish OMS Bwergenc
l I‘.l’nm:in; "I'eum erreney .
2. Appointment OMS hmployces )
llu I\geuc; Team ‘ .
- 3. Mnitiat y Plaaming -
' l‘roccssblu concert with ‘
DA
4. kdentify Resourc -
l l(ca::lrc:ucn(t‘; e .
S. Prepare (NS Annex tot
l A];!!:IC)' Plan ‘
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Offices  OFFICE OF MEDICAL SERVICES/Psychological Services Division

Objective Stal Devolon s sanarcalized report wniform software packape ‘ ESTIMATED.
Responsible € m
Signiticont Pl e {(tnfimded)  FY_82 START
Dace Hulmitteds 1 Pecember 1981 Budget for $36,000 in 1Y 83

ACTIVITIES PLANNED FY-82 O N DIJ F MJA M J J A S
I. By end of Ist Fiscal - .

Quarter, 1982, accept
the P-STAT proposal,
obligate the contrvact
funds, and starve the
contract.

2. Begin developing, by the ’
3rd quavter of FY 82,
the actuarial model for
the generation of skills
bank reports.

3. By the cnd of 1Y 82, .
budget for the acquisit-
ion (in carly FY 83) of
three Delta bata 7268
Terminals.,

6 CONFIDENTIAT.
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